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Forcepoint ONE Integrated with ServiceNow 

1. Go to Manage and click on Instance. 

2. Then click on Request Instance. 

 

3. Log in to the newly created instance using the credentials provided by ServiceNow.  

 

4. Once logged into ServiceNow, go to your Administrator profile. 
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5. Change your email address in your profile to the email address of your user in Forcepoint ONE 

(ServiceNow default is admin@example.com). 

6. To use Single Sign-On (SSO) with the ServiceNow Service Portal, you must enable the integration via All 

> Multiple Provider Single Sign-on Installer plugin > search for “com.snc.integration.sso.multi.installer.” 
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Settings in Forcepoint ONE 

1. Log in to your Forcepoint ONE tenant with Administrator privileges. Navigate to Protect > Key 

Management. 

                

2. Create a new code book by selectiong the green icon and give it a unique name. 

     

 

3. Navigate to Protect > Add Apps > Managed Apps 

Select Any Managed Application and enter the information for the ServiceNow instance. (Note: the URL 

must end without any trailing characters.) 
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4. Press OK at the bottom and then SAVE at the top right. 

       

5. Click on your App Instance name. 

           

6. Here you must 

a) Add your Instance ID (Instance ID may not be available upon first configuration. Proceed without it if 

not shown.) 

b) Adjust the domains if needed 

c) Check the SAML SSO box 

d) Check the Encrypt Structured Data (fields) box 

e) Press OK 
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f) Then SAVE at the top right. 

              

7. Navigate to App SSO Setup, change Single Logout Binding to POST and check the box for Force 

IdP Authentication. 
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 8. Save. 

 9. Go to Setup Web SSO and download the IdP metadata XML. 
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 Settings in ServiceNow 

1. Search for SSO > Identity Providers. 

         

2. Click on New. 

       

 3. Choose SAML. 
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4. Choose XML. 

5. Open the Forcepoint ONE IdP metadata.xml with an editor (BBEdit used below) and copy and paste the 

information into the field and press Import. 
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6. Adjust the settings as shown below. 
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7. Test the connection (it can’t be activated unless tested successfully). 

Note: The test connection must be done with Direct App Access in Forcepoint ONE Policies and using the 

Admin that is of the federated domain and exists in Forcepoint ONE and ServiceNow. 

 

8. Traffic will be redirected to the Forcepoint ONE portal. Use your credentials to log in.  
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A successful test should look like this. 

9. Click Activate. 

    

10. Now go to Multi Provider SSO > Administration > Properties and check all three boxes with Yes, then 

change the field for User Identification to Email. 
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11. Save your settings. 

12. Test logins via Portal and via direct link (dev####.service-now.com). 

13. This marks the end of the configuration process for SSO integration of Forcepoint ONE and ServiceNow. 
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Part II – Setting Up Data Sequestration 

1. Go to Apps > Policies and click your ServiceNow icon > Encrypt Structured Data Setup. 

 

2. Start by adding a new Object. 

 

3. Provide an Object Name and add the Field Name required and set Type/Max Length/Action and Security 

Level accordingly. Create a field named “description/comments/id.” All will be strings, and the max length 

for description and comments is 1024 and 64 for ID. The action is Encrypt for description and comments 

and None for ID. Set the ID as the Primary Key for this case; we won’t use the Security Level and 

randomly chose to set its value to 50. 
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4. Press Save. 

5. After saving your Object, publish the new fields. 

 

6. Add Linked Forms to the encryption Object we just defined by pressing the Plus icon defining its Name 

(no spaces or special characters allowed) and Request URI. 

 

  

 

 

7. To find out the field name and URI for forms you want to protect, go to ServiceNow and fill in the 

corresponding form (in this case incident.do) with values that are easy to recognize. Open your browser 

debugger (Ctrl+Shift+E in FF, Ctrl-Shift-I in Chrome). Submit the filled-in form and search for the post of 

the corresponding form in the Network area. 
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About Forcepoint 

 
Forcepoint simplifies security for global businesses and 

governments. Forcepoint’s all-in-one, truly cloud-native platform 

makes it easy to adopt Zero Trust and prevent the theft or loss 

of sensitive data and intellectual property no matter where 

people are working. Based in Austin, Texas, Forcepoint creates 

safe, trusted environments for customers and their employees 

in more than 150 countries. Engage with Forcepoint on 

www.forcepoint.com, Twitter and LinkedIn. 
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