Zero Trust CDR for Mail: M365 Comparison Chart
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@ 1o rroTECTION

Relies on detection, meaning
it does not stop or prevent
advanced malware or zero-day
attacks

No protection for links

LIMITED PROTECTION

DETECTION

SANDBOXING

Sandboxing is easily evaded
by attackers. Causes delays in
email delivery — up to 30 minutes,
impacting user experience

No protection for links

No protection for malware in
email and attachments

Does not protect all emails
or attachments and provides
poor user experience

No protection for links

ZERO TRUST PROTECTION

ZERO TRUST CDR

Protects against zero-day
attacks and stops malware
entering via email

Zero Trust CDR for Mail: M365
ensures secure attachments
without delays or impact to
user experience

No impact to web links to
maintain user experience

Makes non-hyperlinks in emails
and attachments safe

DEFENSE GRADE TECHNOLOGY

No protection for malware in
email and attachments

Protects users
from dangerous websites

Has no impact



